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Company: DTG Consulting Solutions, Inc.

Location: New York

Category: other-general

Strong Red teamer with “white hat” hacker skills

Privileged Access Management (PAM) Specialist with deep expertise in BeyondTrust solutions,

including BeyondTrust Endpoint Privilege Management (BT EPM).

The primary responsibility of this position is to lead and support the development,

implementation, and management of PAM strategies and frameworks across the enterprise,

ensuring the secure operation of BeyondTrust platforms and safeguarding privileged accounts.

Responsibilities include:

Leading the PAM program, focusing on the secure management of privileged access

through BeyondTrust solutions.

Assessing security requirements by analyzing business strategies and requirements;

researching information security standards; performing system security and vulnerability

analyses specific to privileged access; identifying integration issues; and preparing cost

estimates.

Planning and implementing PAM solutions by developing requirements for privileged access

security; designing and deploying BeyondTrust EPM configurations; ensuring compliance

with industry standards.

Executing security system enhancements by monitoring the PAM environment;

evaluating and implementing upgrades and improvements to BeyondTrust solutions.

Staying informed of emerging PAM practices, technologies, and standards through
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continuous education, reading professional publications, and participating in

professional organizations.

Conduct account cleanup by methodically reviewing access tickets and assessing

associated risks to ensure robust security postures; leverage expertise in BeyondTrust

Privilege Management and red teaming tactics to identify and mitigate vulnerabilities,

streamlining account security protocols.

Must possess extensive experience with Active Directory and Azure Identity services,

demonstrating a strong understanding of directory services, identity management solutions,

and cloud-based identity integration to maintain secure and efficient user access and

authentication processes.
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